The use of Information and Communication Technologies in governmental process and services, often known as e-Government, has gained momentum over the last decade. The demands for the on-line delivery of each time more complex and citizen-centric services and also the need for enabling citizen participation in governmental processes and decisions have created a series of technological challenges. If, on one hand, Service Oriented Architecture (SOA) appears as a natural and direct solution for problems like heterogeneity, on the other, issues like how to deal with the dynamism of the processes, the autonomy of the different entities involved and the privacy of data being exchanged still must be treated. We present in this article the first steps towards an effective solution to dynamically compose e-government services. These compositions are mediated through policies which provide different levels of autonomy and privacy in the involved interactions. Semantics are used to help building up the compositions, which are made effective through techniques like Orchestration, Choreography or a combination of both.
INTRODUCTION
The Information and Communication Technologies (ICTs) are being applied vigorously by governmental offices at national, regional and local levels around the world1, a phenomenon often named Electronic Government (e-Government). The Online Service Delivery is perhaps the most common manifestation of this phenomenon. Nevertheless, citizen participation in Ivo Santos, Edmundo Madeira, Volker Tschamrner government decisions through electronic means (e-Democracy) is also gaining momentum.
When it comes to delivering more complex services (which involve more than one entity) a series of problems arise. The first one is the implicit heterogeneity of the information systems in each one of those entities and therefore a challenge is to find a way to integrate them (or compose the services they provide to deliver a new one) without the need of doing big changes in the already running systems. Besides that, issues like the autonomy of the entities involved in the service provision and the privacy of the information being exchanged among different partners play important roles to make the integration a reality.
The SOA (Service Oriented Architecture) appears as a powerful choice to solve the integration problems mentioned before. Its concept of applications based on (Web) services and their compositions, regardless of how those services are implemented, helps breaking the first integration barrier: the technological heterogeneity. But it also creates new challenges, like finding effective ways to describe those services, to compose them dynamically and also to mediate (or not) their interactions.
We show in this article the first steps towards an effective solution to dynamically compose e-Government services. We rely on SOA as a technological base and propose the use of policies to mediate the compositions. These policies are intended to provide different levels of autonomy and privacy inside the composite services. The contribution we present in this work is in the context of the development project of a Collaborative e-Government Platform (CoGPlat), a middleware which intends to offer a set of services and facilities based on e-Governance and e-Democracy premises.
This article is organized as follows: in Section 2 we present as background an overview of the main concepts and technologies related to our work; in Section 3 a brief discussion on the state-of-the-art of e-Government projects and also on Cross-organizational Systems Collaboration research is shown; in Section 4 we introduce and discuss our proposal for the transparent composition of e-Government services; in Section 5 we present the final considerations, future steps of our project and also suggest extensions to our work.
BACKGROUND

E-Government: e-Governance and e-Democracy
The term Electronic Government (e-Government), as an expression, was coined after the example of Electronic Commerce. In spite of being a relatively recent expression, e-Government designates a field of activity that has been with us for several decades and which has attained a high level of penetration in many countries2.
What has been observed over the recent years is a shift on the broadness of the e-Government concept. The ideas inside e-Governance and e-Democracy are to some extent promising big changes in public administration. The demand now is not only simply delivering a service online. It is to deliver complex and new services, which are all citizen-centric. Another important demand is related to the improvement of citizen's participation in governmental processes and decisions so that the governments' transparency and legitimacy are enforced. In order to fulfill these new demands, a lot of research has been done over the recent years (see Section 3) but many challenges are still to be faced, not only in the technological field, but also in the political and social aspects.
Service-oriented Architecture
Sewice-oriented Architecture (SOA) is a component model that interrelates the different functional units of an application (called services) through well-defined interfaces and contracts between these services. These interfaces are defined in a neutral manner that should be independent of the hardware platform, the operating system, and the programming language the service is implemented in. This allows services, built on a variety of such systems, to interact with each other in a uniform and universal manner 3,4.
On the Internet, the Web Services technology represents a manifestation of the SOA. A Web Service can be defined as an application which is made public through the publication of an interface (or a port)note that the way the application is implemented is not important at all to a service client. The service interface is described and accessed through a set of Internet standards and protocols, like XML (extended Markup Language), HTTP (HyperText Transfer Protocol), SOAP (Simple Object Access Protocol) and WSDL (Web Services Description Language) ' .
Service Compositions
There are some scenarios (in fact most of them) in which the access to a single service is not enough to fulfill a goal. In order, for instance, to implement a business process or to solve a scientific problem using a SOA approach, it is usually necessary to compose various services. The fact that these compositions may themselves become new services makes composition in SOA a recursive operation6.
There are two composition techniques usually considered when composing Web Services: orchestration and choreography. There isn't yet a common sense regarding these concepts, but to the context of our work, we will adopt the following definitions7: -Orchestration: A service composition described as an orchestration describes all interactions that are part of a process in terms of sequence of activities, conditional events, etc. It is very similar to a workflow description on a traditional workflow system. The viewpoint is often centralized and the description is executed by an orchestration engine; -Choreography: A service composition described as choreography is more collaborative and less centralized in nature. Only the public message exchanges are considered relevant. Differently from Orchestration, there is not an entity that has a global view/control of the composition. The choreography definitions are used usually as guidelines/protocols during the composition development time. They may also be used as validation rules during the composition execution time.
In "real world'' scenarios usually both approaches must be considered. In terms of specifications, the most relevant to the context of our work are B P E L~W S~ and WS-CDL~. The BPEL4WS (Business Process Execution Language for Web Services), or simply BPEL, defines a language based on XML that describes the control logic required to coordinate the participant services on a process flow -BPEL is, essentially, a layer over WSDL. BPEL defines both Abstract and Executable business processes. The WS-CDL, or simply CDL, represents an on-going effort being held by the W3C (World Wide Web Consortium) to establish a choreography standard language. CDL is also XML-based and describes peer-to-peer collaborations of Web Services by defining their common and complementary observable behavior. WS-CDL does not treat executable processes, but only the choreography aspects of a composition, and therefore can be used as a compliment to BPEL and other composition specifications.
Towards dynamic composition of e-government services
Semantic Web and Services
A series of efforts towards the creation of the Semantic Web are gaining m~m e n t u m '~. From a high-level perspective, one of the major goals of the Semantic Web is to shape information in an unambiguous, machineprocessable way, thus enabling a better exchange of information both between humans and computers and among computers". The major effort of the Semantic Web community has been the release of expressive languages and formalisms to describe information, such as OWL'^ (Web Ontology Language) and RDF'~ (Resource Description Framework). In terms of Web services, a computer-interpretable description of the service (and the means by which it is accessed) must be provided. OWL-s14 is a language that tries to define the ontology necessary to provide such descriptions of services on the Semantic Web, promising to enable the automatic Web service discovery, invocation, composition and also execution monitoring.
RELATED WORK
Next we briefly present some projects in the e-Government area which, as our work, study ways to enhance the provision of e-Government services, and therefore complement our proposal.
EU-Projects. The European Union (EU) has over the recent years paid a lot of attention to the challenges of e-Government and a series of research projects have been sponsored by its commissions. Some of these projects are briefly presented next.
The TerreGov (Impact of e-Government on Territorial Government Service) is an on-going project which addresses the issue of interoperability of e-Government services15. Its first results include a series of studies on the state-of-the-art in e-Government, on the requirements for new e-Government applications and also on the technological alternatives that could be used to implement the desired interoperability (where Web Sewices and also semantics play an important role).
The eMayor is a collaboration project between municipalities of four countries of the EU, several universities and firms providing technology16. It is supported by the European Commission's Research and Development Department. It promises to develop and implement an open, secure, and affordable e-Government platform for small and medium European public organizations. It intends to support the secure communication of municipalities amongst themselves, businesses and citizens.
Another relevant on-going project, eGOIA (Electronic Government Innovation and Access), aims to implement a demonstration system supporting the access of citizens, through the Internet, to integrated public e-Government service^'^. Technically the project is based on two main paradigmsback-office and front-office integration. The first concentrates on a unified approach to access already existing and newly emerging government services. The second focus on providing an intuitive userinterface integrating the diverse e-Government services available.
Some important results were also presented by the already finished PRISM project'8, especially in terms of providing a systematic analysis and synthesis of current and future impacts of new ICTs on government services in Europe. Within the context of e-Government and e-Democracy, six major service fields have been examined in detail: administrations; health; persons with special needs: the disabled and elderly environment; transport; and tourism.
Cross-organizational System Collaboration
The problem of cross-organizational system integration appeared first in e-Business workflow systems and is also present in the e-Government field. ~c h u l z '~ proposes a classification of business processes into private and shared. The private processes expose interaction points where the shared processes connect to, in such a way that a business process can be part of two or more organizations. A framework to support these two categories of processes, BPFA (Business Process Framework Architecture) is also introduced. BPFA consists of a set of components that execute instances of an inter-organizational process model, extending a company's workflow infrastructure and allowing process-oriented communication among partners and customers.
Santos and ~a d e i r a~' extended Schulz model proposing a set of policies to regulate the interactions and applied it with Dynamic Virtual Enterprises. The interaction policies adopted in our work (Section 4.3) extend these two proposals and adapt them to a Collaborative e-Government environment.
Dijkrnan and ~u m a s * ' propose a multi-viewpoint approach, based on a control-flow perspective in terms of Petri nets22, to design composite services. They identify four viewpoints from which it is possible to describe the control-flow aspect of Web Services: the choreography viewpoint, the interface behavior viewpoint, the provider behavior viewpoint and the orchestration viewpoint.
TRANSPARENT COMPOSITION OF E-GOVERNMENT SERVICES
CoGPlat: A Collaborative e-Government platform
The proposal for transparent composition of e-Government services we present next in this section is part of the development project of a Collaborative e-Government platform called ~o~~l a t~~.
CoGPlat's main goal is to support the interaction and the collaboration of governmental entities, organizations (public, private and nonprofit) and citizens in different public administration scenarios, ranging from the electronic delivery of integrated services to the support for citizen participation in government decisions. CoGPlat is being developed as a service-oriented middleware (not as an end-user application) in order to provide a set of general services and facilities to be used by specific applications and tools. In this article we are going to focus in one of these facilities, the Transparent Services Unit, which is responsible for the dynamic integration and management of public services.
The Transparent Services Unit
The Transparent Services Unit (TSU) is the CoGPlat's facility responsible for composing multiple (Web) services into new ones in a transparent manner. These new services are then delivered to citizens and/or entities through applications that run over the platform. Besides composing the services, the TSU is also responsible for managing their execution, which is regulated by a set of interaction policies (Section 4.3).
In order to dynamically realize those compositions, the TSU matches the semantic descriptions of the available services to the desired functionalities of the new e-Government service. It then builds up an execution plan, which can be an orchestration, choreography or a combination of both. Service: a service is considered to be an application which has a wellknown interface and which provides some functionality that can be used by applications over the platform. A service in our context is always linked to an entity and can be itself a composition of services internal to this entity. Entities: are real organizations, usually representing an administrative domain. Can be government unities, private companies, NGOs etc.
Policies
When composing e-Government services, the issues of autonomy of the entities involved and of the privacy of the date being exchanged is always present. In order to enable compositions which fulfill these demands and provide different levels of autonomy and privacy among the entities participating in a Transparent Service, CoGPlat implements a set of Interaction Policies. These policies were previously proposed and successfully applied in a Virtual Enterprise scenario20, being now adapted to the context of e-Government applications.
The Interaction Policies are classified into two categories: Entity
Autonomy Policies (CoGPlat x Entity) and Entity Cooperation Policies
(Entity x Entity). Entity Autonomy Policies. Determine the level of control the platform (and therefore the applications running over it) will have over the internal stages of a service. At the moment an entity service is selected to participate in a Transparent Service, a negotiation takes place to define what level of interaction this entity wishes to have with the platform. According to the chosen level, the TSC can act in one of the following manners: 1. Supervisor: The TSC does not have any action on the entity inside domain. A Supervisor policy is sub-divided into: -Consulting-only: the TSC can only ask for status information about a service running on the entity's internal domain; -Selective: the TSC and the entity negotiate in which points of the execution plan interactions will be allowed; -Participative: the TSC can interact with all activities of the execution plan 2. Executor: the TSC has total control over the tasks running on the entity's internal workflow, being the responsible for composing also these tasks.
Entity Cooperation Policies.
Determine the collaboration levels on the interactions between two entities that participate on the same Transparent Service instance. The following policies are available: 1. Total Cooperation: the two entities fully trust each other, and therefore can communicate in a decentralized peer-to-peer manner; 2. Controlled Cooperation: there is a pre-established set of information that should be passed to the next entity and another set that should be hidden by the TSC; 3. Total Privacy: there is no interaction between the entities. All information is returned to the TSC, which has access to the service execution plan and then decides what to do next, hiding from the following entity the activities and data from the previous one. Policies and Composition. An entity is allowed to select different policies when participating on different dynamic services. In addition, a dynamic service is usually composed of multiple entities and therefore can have multiple policies. So, policies are fundamental to the dynamic construction of the execution plan and also to the correct selection of the service composition mecha&ms to be used (Orchestration andlor Choreography).
As already mentioned, the TSC is the entity responsible for implementing the correct execution of the plan on the entities and for applying the interaction policies. When, for example, the composition is made up by services of an entity that controls others, an orchestration approach is more appropriate. On the other hand, when there is only collaboration among the entities (no administrative links or hierarchy and fully decentralized control), choreography is the most appropriate choice. Table 1 presents some examples of the behavior of the TSC (type of composition) according to the selected Entity Autonomy Policy. Table 1 : (a) According to the Consulting-only Supervisor policy, the TSC has no intervention on the entities' services and can only participate on a choreography to validate the messages exchanged; (b) The policy here allows the TSC to interact with some of the internal services, performing a partial orchestration; (c)Here, the TSC has total control over the internal activities, and performs a full orchestration of the internal services; (d) This last policy allows the TSC to access the internal resources of the entity's workflow system. Here it can either use orchestration or even dispatch objects (mobile agents, for instance), which will have control over the local activities.
4.4
An Example
An interesting example of where a Transparent Service could be used is the process of obtaining an authorization to build a house near the coast, emitted by the municipality in conjunction with other authorities. Suppose that, to get this hypothetic authorization, different entities must be contacted, on a specific and pre-determined chronological sequence: (1) City Hall, (2) Civil Engineering Department, (3) Navy, (4) Fire Department and again the (5) City Hall (and suppose that steps 2 and 3 are independent and could be done in parallel). This process is usually slow because it consists basically of the transportation of documents from one entity to the other. Inside each one of the entities, an internal process is performed when the request arrives in order to make it available for the next entity. This is a typical scenario where a Composite Service could be created to handle all this process flow for the citizen. Besides the transparency offered, the process could also gain speed because each of the participating entities would have its services integrated in a seamless manner to the platform (according to the chosen autonomy and cooperation policies).
Figure 2. The Authorization Example
As seen in Figure 2 , the Civil Eng. Department (administered by the City Hall, the owner of the CoGPlat infrastructure in this example) could select, for instance, to have a Supewisor Participative relationship with the TSC, letting the platform orchestrate the internal steps involved in the process. The Navy, on the other hand (and for obvious reasons), could choose the most autonomous policy (Supervisor Consulting-Only) so that no interference from the platform is allowed in its internal processes, preserving the privacy and integrity of its internal data.
FINAL CONSIDERATIONS
We present in this article the first steps towards an effective way to dynamically compose e-Government services. The contribution we present is in the context of an on-going project which intends to model and develop a Collaborative e-Government Platform (CoGPlat). The focus of this article is to describe and discuss one of the facilities of this platform, the Transparent Services Units.
Service-Oriented Architecture, Orchestration, Choreography and Semantics are applied to facilitate the dynamic integration of heterogeneous services delivered by different governmental and private entities.
Besides the completion of the TSU prototype, the next steps of our project include the adoption of the WS-CDL specification as a standard for the choreography of services in the whole CoGPlat platform (as BPEL already is for orchestration) and also the development of a series of other example applications (starting with Municipalities and Metropolitan Regions) to show the potentials of the infrastructure. We are also studying the possibility of adopting some formalism (like Petri-Nets or p i -~a l c u l u s~~) to be a standard way to describe the service compositions.
